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exam — Embedded Software — CSE2425
January 29, 2020 18.30 - 20.00

This exam (6 pages) consists of 60 True/False questions.

Your score will be computed as: mazx (0, W — ) x2x9+1

It is not allowed to consult the book, handouts, or any other notes.

Instructions for filling in the answer sheet:
- You may only use a B-pencil so erasures can be applied to correct mistakes.
- Fill in the boxes completely.
- Answer all questions; there is no penalty for guessing.
- Do not forget to fill in your Name and Student Number

The following abbreviations are assumed to be known:
e RR (Round Robin)

o RRI (Round Robin with Interrupts)

FQS (Function Queue Scheduling)

RTOS (Real-Time Operating System)

ISR (Interrupt Service Routine)

UART (Universal Asynchronous Receiver Transmitter)

One system clock tick = 10 ms (unless stated otherwise).

We make use of the following definitions:

void delay (int ms) {
'l do some CPU computation to the number of ms milliseconds
}

void putchar (char c) {
while (!! UART tx buffer not empty)
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'l send ¢ to UART tx buffer
}

void puts (char xs) {
'l write string s using putchar

}
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Several models of computation for embedded systems are described in [Lee:2002].
- The ROS software (used in the practicals) is a prime example of the publish-or-perish
model.

Because embedded software engages the physical world, it has to embrace time and other
non-functional properties.

A software interrupt is an asynchronous signal to indicate the need for a change in the
execution flow.

Finite State Machines can be coded in VHDL.
- An advantage of doing so is that it results in faster response times because transitions

can be “coded” as hardware triggers.

The Telegraph System is a prime example of an embedded system as it functions without
any input/output devices.

The Embedded software crisis refers to the lack of correct code for the increasing
number of embedded systems.

A defining characteristic of embedded systems is the need for predictable timing behavior.

Arrays in C are basically syntactic sugar for pointers, and notation may be mixed freely.
Howeyver, subtle differences need to be taken into consideration.

char array[100];

fun (char xptr)

{
}

assert (sizeof (ptr) == sizeof (array));

- the above assert will fail.

Finite State Machines can be coded in a number of ways in C.
- In the table-based solution, every state is encoded as a separate function.

typedef void xresolve(void xold, void =xnew);

The definition above declares the prototype of the function resolve, which takes two
void pointers as arguments and returns a void pointer as result.

Valgrind is programming tool that aids memory debugging.
- it is capable of detecting “dangling pointers”.

The C language is centered around the int data type that represents the canonical
machine word.

- As such the size of an int is architecture dependent.

When using a lookup table to implement an FSM in C, a table entry holds a pair (struct)
denoting the action and next state of the encoded transition.

Using interrupts avoids wasting time in polling loops for external events

An interrupt service routine should save the context upon exit.
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An ISR must be reentrant. false
An interrupt vector points to a table with interrupt routines. false

The X32 interrupt controller and CPU use a two-way handshake to change the priority of
an interrupt source (i.e. hardware device). false/true

An interrupt service routine does not need to be allocated its own call stack.
- its activation record(s) can simply be allocated on the stack of the task that is being
interrupted. true

When a processor is powered up, interrupts are disabled until further notice. true

By design the RR architecture is free of the shared-data problem. true

int templ, temp2;

void isr_buttons(void) // arrive here if a button is pressed

{

templ
temp?2

X32_PERIPHERALS [PERIPHERAL_TEMP1];
X32_PERIPHERALS [PERIPHERAL_TEMP2] ;

}
main () {

while (!program.done) {
X32_display = ((templ & 0Oxff) << 8) | (temp2 & Oxff);
if (templ != temp2) {
// shutdown plant
}

}

The above pseudo code suffers from the shared-data problem. true

Priority inversion requires a minimum of 2 tasks of different priority and 1 semaphore
to occur. false

Two tasks each waiting on a mutex held by the other task is called a deadly embrace. true

#define FIFTH.BIT 0x10
static volatile char status;

main () {

if (status & FIFTH.BIT)
panic();

}

When panic is called, the fifth bit in the status variable is on as testing a single bit
(flag) is atomic. false

Mutual exclusive access can also be accomplished by disabling interrupts, which is faster
than using RTOS primitives like semaphores and mutexes. false
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The worst-case latency for servicing an interrupt is a combination of factors, including
the time taken for higher priority tasks.

With an RTOS, the response time of a task t, is independent of any task code with a lower
priority.

An RR architecture does not support priorities.

A FQS architecture reduces to an RRI architecture when tasks are serviced in LIFO order.
An FQS architecture supports priority-based task scheduling.

An RTOS architecture is most robust to code changes.

In an RTOS, tasks can be in state BLOCKED, READY or RUNNING.
- A task can transition directly from READY to RUNNING.

An ISR may change a task’s status from BLOCKED to RUNNING.

In some cases tasks may need to synchronize according to a so-called multiple-readers
/ single-writer pattern. For example, a database server can handle multiple concurrent
read actions or one write action. The code below shows how this can be arranged using
two semaphores.

Reader Writer

OS_Pend (lock); OS_Pend (read_or_write);

if (++cnt == 1) // first reader | .... // WRITE action
OS_Pend (read_or_write) ; OS_Post (read_or_write) ;

OS_Post (lock) ;
// READ action
OS_Pend (lock) ;
if (--cnt == 0) // last reader
OS_Post (read.or_write);
OS_Post (lock) ;

Semaphore 1ock must be initialized to 1.

Semaphore read_or_write must be initialized to 0.

The above solution may lead to starvation of the writer task when multiple readers keep
doing their transactions —incrementing and decrementing cnt— while cnt never returns
to zero.

An ISR can signal a task by operating a semaphore.

The heartbeat timer is a single hardware timer an RTOS is using to monitor the liveness
of the task set involved.

An RTOS usually provides two types of delay functions: polling-based and timer-based.
- timer-based delays are more efficient as other tasks can run while the caller is waiting
for the specified time to pass.

Assume that one system clock tick = 10 ms.
- Calling the function OSTimeD1y (4) causes a delay of exactly 40 ms.
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To address the shared-data problem, many RTOSs provide communication primitives like
queues, mailboxes, and pipes.
- a common pitfall is that they allow pointers to be passed from one task to another. true

As the RTOSs is aware of which task is using which semaphore, deadlock can be
prevented by delaying the OS_Pend operation of the last runnable task. false

Consider the following code fragment:

extern char »UART_rx_buf; // copied from <uart.h> for reference
extern char *UART_tx_buf;
extern char *UART_ier;

#define LEN 80
static char *next_command = NULL;

void rx_ready () {
static char buffer[2] [LEN];
static int toggle=0;
static char x*command = buffer[0];
static int cnt = 0;

char ¢ = xUART_rx_buf;

if (c == '\n’) {
command[cnt] = "\0’;
next_command = command;

toggle = 1 - toggle;
command = buffer[toggle];

cnt = 0;
} else {
command[cnt++] = c;
}
}
int main() {
*UART_ier |= 0x3; // start RX and TX please
while (1) {
if (next_command != NULL) {
if (strcmp (next_command, "exit") == 0) {
exit (0);
} else if (strcmp (next_command, "hello") == 0) {

printf ("world\n");
}

next_command = NULL;

}

This code is an example of an FQS architecture. false

Consider lines 1-3 in which some of a UART’s registers are declared. This way a
UART, or any other peripheral for that matter, can be accessed with normal read/write
instructions.

- this mode of operation is called "Memory Indirect Access’. false
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The function rx_ready () suffers from a potential buffer overflow as the characters are
stored in the command buffer without checking. Changing line 21 to

} else if (cnt < LEN) {

will solve the issue by clipping the input.

The code suffers from a (subtle) data sharing bug as both rx_ready () and main ()
write to the same global variable next _command.
- in certain cases main () will read data before rx_ready () has written it to the buffer.

The shared data bug can be resolved by having rx_ready () check that main () has
finished processing the next _command. All that is required is to change line 17 into

if (next_command == NULL) next_command = command;
An alternative approach would be to make use of semaphores to support rx_ready ()
passing the next command to main ().

- only a single semaphore initialized to O is needed.

Time-slicing should be avoided in an RTOS because it requires the use of a heartbeat timer
per task.

A key principle of RTOS-based design is that short interrupt routines are needed for a
responsive system

Printing from an ISR is considered a good practice as no other debugging techniques are
available.

A semaphore S used by task T must be initialized before T is created.
The minimal memory footprint of a program grows linearly with the number of tasks.

An advantage of using tasks is that the shared data problem can be resolved by
encapsulating global variables as private data.

Code coverage tools help in thorough testing.
- a good testset includes more cases than needed to achieve 100% coverage.

Although the assert macro is a useful debugging aid during program development, it can
only be used on the host.

A logic analyzer is preferred to an in-circuit emulator because it can monitor the internal
memory bus of (most) modern micro controllers.

A large study of outdoor sensor-network deployments [Beutel:2009] has shown that the
most underestimated problem has been securing the power supply of the sensor nodes.

When debugging code for a distributed sensor network, collecting the (debug) output of
the nodes can be arranged in different ways.
- A wireless testbed requires physical instrumentation (i.e. wiring) of the sensor node.
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